DEPARTMENT OF HOMELAND SECURITY 

UNITED STATES SECRET SERVICE 
WASHINGTON, D.C. 20223 



Freedom of Information Act Program 
Communications Center 
245 Murray Lane, S.W., Building T-5 
Washington, D.C. 20223 


Date: $EP \ 7 2019 


MuckRock News 
DEPT MR 68750 
411A Highland Ave 
Somerville, MA 02144-2516 
Attn: Emma Best 

File Number: 20190440 

Dear Requester: 

This is the final response to your Freedom of Information Act (FOIA) request, originally received 
by the United States Secret Service (Secret Service) on February 12,2019, for information 
pertaining to the agency's investigations into the hacking group known as the Legion of Doom and 
their members. 

Enclosed are documents responsive to your request. In an effort to provide you with the greatest 
degree of access authorized by law, we have considered this material under the FOIA statute. Title 5 
U.S.C. § 552. Pursuant to this Act, exemptions have been applied where deemed appropriate. The 
exemptions cited are marked below. 

In addition, approximately 15 page(s) were released, and no page(s) were withheld in their entirety. 
An enclosure to this letter explains the exemptions in more detail. 


C><] If this box is checked, deletions were made pursuant to the exemptions indicated below. 


Section 552 (FOIA) 

□ (b) (1) □ (b) (2) □ (b) (3) Statute: 

□ (b) (4) □ (b) (5) |EI (b) (6) □ (b) (7) (A) □ (b) (7) (B) 

IS] (b) (7) (C) □ (b) (7) (D) Kl (b) (7) (E) □ (b) (7) (F) □ (b) (8) 



The following checked item(s) also apply to your request: 

1^1 Fees: In the processing of this FOIA request, no fees are being assessed. 

I~1 Other: 

If you deem our decision an adverse determination, you may exercise your appeal rights. Should 
you wish to file an administrative appeal, your appeal should be made in writing and received 
within ninety (90) days of the date of this letter, by writing to: Freedom of Information Appeal, 
Deputy Director, U.S. Secret Service, Communications Center, 245 Murray Lane, S.W., Building 
T-5, Washington, D.C. 20223. If you choose to file an administrative appeal, please explain the 
basis of your appeal and reference the case number listed above. 

Additionally, you have the right to seek dispute resolution services from the Office of 
Government Information Services (OGIS) which mediates disputes between FOIA requesters 
and Federal agencies as a non-exclusive alternative to litigation. Please note that contacting the 
Secret Service’s FOIA Program and/or OGIS is not an alternative to filing an administrative 
appeal and does not stop the 90-day appeal clock. You may contact OGIS at: Office of 
Government Information Services, National Archives and Records Administration, 8601 Adelphi 
Road-OGIS, College Park, Maryland 20740-6001. You may also reach OGIS via e-mail at 
ogis@nara.gov . telephone at 202-741-5770/toll free at (877) 684-6448, or facsimile at (202) 741- 
5769. 

If you need any further assistance, or would like to discuss any aspect of your request, please 
contact our FOIA Public Liaison Kevin Tyrrell, at (202) 406-6370. Alternatively, you may send 
an e-mail to foia@usss.dhs.gov . 

FOIA/PA File No. 20190440 is assigned to your request. Please refer to this file number in all 
future communication with this office. 


Sincerely, 



Freedom of Information Act Officer 

Office of Intergovernmental and Legislative Affairs 


Enclosure: 

E<3 FOIA and Privacy Act Exemption List 




FREEDOM OF INFORMATION ACT 
SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552 

Provisions of the Freedom of Information Act do not apply to matter that are: 

(A) spec.liu.ll> nuthorfaed...icier criteria established by an Executive Order to be kept secret in the .merest of national defense or 
fore,it., policy and (B) are tn fact properly classified pursuant to such Executive order: 

related solely to the internal personnel rules and practices any agency: 

^.'Til from d ' sc los u, ;c by statute (other than section 552b of this title).,filial statute (A)(1) requires that the 

for witl,| b IH 116 d f 0m lhe pub '? m SUCh a manner aS t0 ,eave 110 discretion on the issue . or (ii) establishes particular criteria 

or [ c , f ^ s n t0 P artIcular «H» of Otters to be withheld; and (B) is established after the date of enactment of the 
i ihTN i UIA Act of 7009 

<b) (4) trade secrets and commercial or financial information obtained from a person and privileged or confidential; 

(b) (5> ih!!mTw-.i° u n,ri, ‘ a8enCy me ™ ra " du, " s or lc,,ers 'vl»ch would not be available by law to a party other than an auency in 
titat.on with the agency prov ided that the deliberative process privilege shall not apply to records created 25 years or more 
before the date on which the records were requested: 


(b)(1) 

(b)(2) 

(b)(5) 


(b)(6) 


(b)(7) 


5— a " d medicaI f5les and similar files the disc losure of which would constitute a clearly unwarranted invasion of personal 

C0l "P liedfor ,aw enforcement purposes, but only to the extent that the information. (A) could reasonable 

IdiudS?n^rS?M Wh en f° rC f ment P ro “ e d'ngs; (B) would deprive a person of a right to a fair tnal or an impartial 
adjudication (C) could reasonably be expected to constitute an unwarranted invasion of personal privacy (D) could reasonable 

rnsmution 1,° l , fi ° Se u h H ' d r nt " y 0 3 confidem,al source '"eluding a State, local, or foreign agency or authority or any private 
law mfn fil, ™ shed '"formation on a confidential basis, and, in the case of a record or information compiled by a criminal 

hm enfora mem authority in the course of a cnmmal investigation, or by an agency conducting a lawfirl national security 
ntelligence investigation, information furnished by a confidential source; (E) would disclose techniques and procedures for law 
s :Srr orprosecudons, or would disclose guidelines for law enforcement inventions o^ prosecutions if 

“ *"■*■** ° fa ” tar -< F > couid *• “«—•» •» 

(b) (8) contained in or related to examination, operating, or condition reports prepared by, on behalf of, or for the use of an agency 
responsible for regulation or supervision of financial institutions; * 

(b) (9) geological and geophysical information and data, including maps, concerning wells 


PRIVACY ACT 

SUBSECTIONS OF TITLE 5, UNITED STATES CODE, SECTION 552a 
The provisions of the Privacy Act do not apply to: 

(d) (5) material compiled in reasonable anticipation of civil action or proceeding; 


G)(2) 


crime or ^ '° enf ° rCemen ' ° f ' Crimina ' ,aw lnchld '"B ***** <° Prevent, control, or reduce 


(k)( 1) material is currently and properly classified pursuant to an Executive Order in the interest of national defense or foreign policy; 

(k) (2) material compiled during investigations for law enforcement purposes. 

(k) (3} Jf h providing protective services to 4116 ofthe United Stetes ° r other *■*•»■* 

(k) (5) eSovmen? lillSZfl f ° r the PUrp °f of de(ermmin 8 suitability, eligibility, or qualifications for Federal’civilian 
of such ^nm Sh t’ I a contracts, or for access to classified information, but only to the extent that the disclosure 
that ,he iXof rT d ^ he 'mT*? ,° fthe PerS ° n Wh ° fbrn,shed '"formation to the Government under an express promise 

“S'* ° fthe S0 ~ d be held “ confidence, or prior to the September 27. 1975 under an implied promise that the 
identity ofthe source would be held in confidence. F H 

00 (6) or examination material used solely to determine individual qualifications for appointment or promotion in the Federal 

service the disclosure of which would compromise the objectivity or fairness ofthe testing or e xamination process; 


DOCUMENT3 


